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Abstract— The Fourth Industrial Revolution (4IR) has
transformed manufacturing and maintenance through
advanced technologies, including the Internet of Things (IoT),
cloud computing, and Decision Support Systems (DSS). In
vehicle maintenance, IoT enables real-time data collection
from Electronic Control Units to facilitate predictive and
periodic maintenance, enhancing reliability and efficiency.
This study develops an IoT-based DSS for periodic vehicle
maintenance, focusing on data from vehicle sensors to optimize
maintenance intervals based on mileage and component
conditions. The system was designed using a web server and
database infrastructure, integrated with  Application
Programming Interfaces to enable real-time communication
between the vehicle’s sensors and a web dashboard. The
dashboard displays component statuses and provides
maintenance recommendations. Testing involved function and
performance evaluations on data communication between an
OBD-II scanner, IoT gateway, and web dashboard. The system
reads real-time vehicle data effectively, provides maintenance
recommendations based on pre-set DSS rules, and updates
component status on the web interface. Tests confirmed
synchronization between sensor readings and displayed data,
with a response delay under 500 ms, meeting real-time system
criteria. The IoT-based DSS for vehicle maintenance proved
effective in automating maintenance scheduling, providing
users with timely and accurate recommendations. This system
promotes efficient and proactive vehicle maintenance, aligning
with 4IR goals by enhancing operational reliability through
real-time data integration and automated decision support.

Keywords— Internet of Things, Periodic Maintenance,
Decision Support System (DSS), Automated Maintenance
Scheduling, Real-Time Data Integration

L INTRODUCTION

The Fourth Industrial Revolution (4IR) indicates a
transformative era in which advanced digital technologies
redefine industrial and service processes. Core innovations
such as the Internet of Things (IoT), cloud computing,
Artificial Intelligence (Al), and next-generation wireless
communication systems [1] drive this change, enabling
seamless integration between the physical and digital items
[2], [3]. These technologies empower sectors like vehicle
maintenance with capabilities for real-time data acquisition,
predictive analytics, and informed decision-making [4].

In vehicle maintenance, the integration of IoT plays a
critical role by enabling real-time monitoring of components,
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paving the way for -condition-based and predictive
maintenance strategies. These strategies involve data from
Electronic Control Units (ECUs) [5] and other sensors to
enhance maintenance accuracy and reduce downtime [6], [7].
Cloud computing complements IoT by offering scalable
computational and storage resources essential for analyzing
the large data volumes generated by vehicles [8], [9].
Additionally, Decision Support Systems (DSS), driven by
Al, process this data to provide actionable insights, assisting
users in decision-making processes critical to maintenance
scheduling and fault detection [10], [11].

However, current systems often rely on periodic, pre-set
maintenance intervals rather than exploiting the full potential
of real-time, condition-based monitoring. This limitation
highlights the need for a more advanced IoT-driven DSS
approach to optimize maintenance strategies. Furthermore,
advancements in wireless communication technologies [12],
including the transition from 5G to 6G, introduce
opportunities for faster data transmission, improved
connectivity, and autonomous decision-making. These
capabilities align with the needs of Industry 4.0 and smart
cities, where vehicle-to-everything (V2X) communication
enhances system efficiency [4], [13].

Optimizing vehicle maintenance through IoT and DSS
integration remains challenging despite  significant
advancements. Existing solutions often fail to fully utilize
ECU data for predictive analytics, limiting their
effectiveness. Furthermore, communication and system
integration  limitations resist real-time applications,
particularly in resource-constrained environments [5].
Addressing these gaps requires a comprehensive approach
that combines cutting-edge IoT frameworks, robust DSS
capabilities, and emerging wireless technologies.

This research aims to develop an IoT-based Decision
Support System (DSS) for vehicle maintenance. The
proposed system utilizes ECU data, such as mileage and
sensor readings, enabling periodic and predictive
maintenance strategies. The research employs a structured
methodology involving system design, API development,
and careful testing to ensure the system meets its objectives
efficiently.

The paper is organized as follows: Section II presents the
Research Methodology, detailing the development process,
tools, and testing protocols used to build the IoT-based DSS.

Authorized licensed use limited to: Universitas Brawijaya. Downloaded og%e tember 06,2026 at 04:03:07 UTC from IEEE Xplore. Restrictions apply.

979-8-3315-0857-9/24/$31.00 ©2024 IEEE



Section III explains the Results and Discussion, covering
challenges encountered. Finally, Section IV provides the
Conclusion, summing up the overall paper.

II. RESEARCH METHODOLOGY

This research aims to develop a system that can help
users in carrying out vehicle maintenance on a periodic basis.
The research methodology used can be explained as follows.

A. Method

The research methods used include many steps as
follows.

1) Literature Studies. The literature study focuses on
periodic maintenance methods based on vehicle ECU data
[51[14].

2) Needs Analysis. This stage is carried out with the aim
of better understanding the features and functionalities that
must be present in the system.

3) Data Flow Diagram Planning. Designing a data flow
diagram (DFD) to illustrate the data flow from vehicle
sensor data input, scheduling process, and recommendation
output.

4) Web Database Design. Designing the database for the
efficiency of vehicle data management and vehicle
maintenance using MySQL with consideration for its ability
to handle large-scale data and query speed. phpMyAdmin is
used as an interface to facilitate interaction with the
database. Entity Relationship (ER) Diagram is used as a
design of the data structure in the database.

5) Web Dashboard Display Design. The web dashboard
is designed simply as a graphical user interface to display
information related to vehicle maintenance. The main
elements of the web dashboard will be provided so that it
can display data in real time and is easy to understand.

6) Install the Web Server and Setup the Development
Environment. This stage is carried out with the aim of
preparing a Web application development environment.

7) Build APIs for communication between the web
server and web user interface (UIl). The Application
Programming Interface (API) needs to be built to support
data communication between the server and the web UL The
protocol used is HTTP, with the consideration that HTTP
can be easily adopted in environments that have various
types of IoT devices because it supports various devices and
platforms. HTTP also has acceptable performance in
scenarios where security and integration with existing
infrastructure are top priorities [15].

8) Build an API for communication between the web
server and the vehicle sensors monitoring system. This API
part is needed to facilitate data communication between the
web server and the vehicle sensors monitoring system.

9) Testing. Data communication between the vehicle
sensor monitoring devices and the web server will be tested
via an [oT gateway built with Codelgniter 4. The data from
the vehicle's sensors will be sent to the server, where the
system will analyze it and provide maintenance
recommendations. The reset feature on the web dashboard is
used to update the data calculations.

e Function Testing. To ensure each function of the
system works according to the specifications.

e Performance Testing. Measuring communication
and data processing time responses.

10) Analyze the results. The analysis is carried out to
evaluate the performance of the system in detecting vehicle
maintenance schedules and identifying areas that need to be
improved. The test results will be analyzed to ensure that the
system is functioning as intended and provides accurate
recommendations and acceptable response times.

B. Instrumentation and Equipment

1) Research Objects.
e Toyota Avanza 1300 cc G series / Manual
Transmission, year 2017.
e DSS for periodic maintenance of a vehicle.

2) Tools.

e ELM327 OBD-II Scanner: This tool is designed to
be compatible with a number of vehicles, including
a 2017 Toyota Avanza, see Figure 1.

e Redmi Note 13 Android Smartphone: used to run
Android Apps;

e OBD Mary scanner Android Apps.: This app is
designed to be compatible with a number of OBD
scanners installed on a number of wvehicles,
including a 2017 Toyota Avanza, see Figure 2.

e The IoT gateway: consisting of an Arduino-based
Wi-Fi module and a GPRS access electronic
module, is used to read sensor data via an OBD-II
scanner. The considerations for choosing this
device are compatibility, ease of configuration and
budget efficiency.

III. RESULTS AND DISCUSSION

The results of this study include testing the system in
various aspects that support IoT-based periodic vehicle
maintenance. Here are the results of the testing and analysis
of each stage.

1) Literature Studies. Literature studies show that
periodic maintenance of vehicles is carried out based on
mileage (km) or a certain time interval (months) [16], [17],
as seen in Table I. The test found that the important sensor
that can be read from the ECU to support this periodic
maintenance is the vehicle mileage (km), see Figure 3.,
which will be used as an indicator in determining the
maintenance status.

2) Needs Analysis. This system is designed with the
minimum features needed to prove the DSS concept to
support IoT-based periodic vehicle maintenance. The main
feature is the display of the vehicle's mileage (km) as an
indicator of maintenance, as well as several relevant
additional parameters, such as water coolant temperature (
°C), battery voltage (Volts), and engine rotation (RPM).
These features ensure optimal vehicle safety and operation.
Vehicle maintenance parameters that need to be monitored
and replaced periodically are also displayed, such as engine
oil, engine oil filter, fuel filter, air filter, brake fluid, clutch
fluid, manual transmission oil, automatic transmission fluid,
and rear differential oil.
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Fig. 2. OBD Mary — Car Scanner for ELM [18].

3) Data Flow Diagram Planning. The Data Flow
Diagram design (see Figure 4) illustrates the communication
between the device that monitors vehicle maintenance
parameters and the web server via the IoT gateway. Vehicle
parameter data is sent to the web server through HTTP GET
requests, which the system processes to display the
maintenance status on the web dashboard. APIs are used to
securely and efficiently regulate data exchange between the
web server and the web UI and between the web server and
the device that monitors vehicle sensors, with the Web
server storing the data from the sensors and forwarding the
relevant data to the web dashboard to be displayed to the

user via the Web-Ul. The web server is connected to the
MySQL DBMS through the DSS server, which provides
decision recommendations to the user regarding periodic
vehicle maintenance through the Web UL

TABLE 1. THE VEHICLE PERIODIC MAINTENANCE SCHEDULE [17]
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Fig. 3. Some sensors and parameters can be read using OBD Mary.

4) Web Database Design. The database is designed to
store vehicle data, sensor data, and vehicle maintenance
parameters. The function of a database can be explained as
follows:

e Store vehicle information data, as well as data that
has been successfully read from sensors that contain
the latest information on vehicle conditions;

e Provides information for the DSS server to be
processed and recommended to the end user.

The database consists of:
e Vehicle data: Contains vehicle type;

e Sensor data: contains several data from the vehicle
sensors that are read by the ECU whose data is
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updated at all times; namely mileage (km), RPM,
battery voltage (Volts), and water coolant
temperature (°C);

e Maintenance parameter data and their status:
Several vehicle maintenance parameter data include
engine oil, engine oil filter, fuel filter, air purifier
filter, brake fluid, clutch oil, manual transmission
oil, automatic transmission fluid, and rear
differential oil. The maintenance status is the
condition of the treatment parameter, whether it is
“Good” or “Replace”.

<]
E

DSS server

<« data flow

PN Ecus
)

Electronic
Control Units

@] =
mmEeR

loT gateway OBD-1I ELM327

L OBD scanner

car’s sensors monitoring devices

Fig. 4. TIllustration of the data flow of DSS-supported periodic vehicle
maintenance system

Here are several planned database-structure tables; see
Tables I - IV.

TABLE II.  VEHICLE MASTER DATA

Name Type Information
1D Int User ID
Vehicle Name Varchar Vehicle Name

TABLE III. SENSOR DATA

Name Type Information
1D Int Sensor ID
Mileage Float Mileage
RPM Int Engine rotation speed
Volt Float Battery voltage
Temperature Float Water Coolant temperature
Created At DateTime Time when data comes in
Updated At DateTime The last time data was updated

TABLE IV. MAINTENANCE PARAMETERS AND THEIR STATE

Name Type Information
ID Int Parameter ID
Maintenance | Varchar Maintenance Parameter: including “Engine
Parameter 0il”; “Engine Oil Filter”; “Fuel Filter”; and

“Air Cleaning Filter”.

Maintenance Int Trip (km): 0; 1000; 10000; 20000; 30000;

Distance 40000; 50000; 60000; 70000; 80000; 90000;
100000
State Varchar Maintenance state: “Replace”; “Good”

The Entity Relationship Diagram of the database design
is shown in Figure 5.
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Parameter_ID
RPM
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UpdatedAt
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Maintenance Param.
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State

Fig. 5. Proposed Entity Relationship Diagram

This data is

treatment
recommendations based on the rules set in the DSS system
[17]. The data structure used allows for real-time storage and
updating of information.

then wused to support

5) Web Dashboard Display Design. The web dashboard
is designed using the Bootstrap framework, making it
responsive and easily accessible from various devices. This
web dashboard displays the maintenance status of vehicle
components based on mileage with simple indicators, such
as "Replace" or "Good" on each component.
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Fig. 6. The web dashboard of the vehicle maintenance monitoring system

Some rules are provided as follows.

a. Engine Oil: If the mileage value reaches multiples
of 10,000 km, then the status on the table becomes
“Replace”. If not, then the status is "Good".

b. Engine Oil Filter: If the mileage value reaches a
multiple of 40,000 km, then the status on the table
becomes "Replace". If not, then the status is
"Good".

c. Brake Fluid: If the mileage value reaches 40,000
km, then the status on the table becomes “Replace”.
If not, then the status is "Good".

d. Fuel Filter: If the mileage value reaches 40,000 km,
then the status on the table becomes "Replace". If
not, then the status is "Good".

e. Air Purifier Filter: If the mileage value reaches
40,000 km, then the status on the table becomes
“Replace”. If not, then the status is "Good".
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6) Install Web Server and Setup Development
Environment. Apache server, PHP, and Composer
installations were performed to create a development
environment compatible with Codelgniter 4. Using the latest
versions of PHP and Composer ensures that the system’s
performance remains stable and secure [19].

7) Build an API to communicate between the web server
and the web UI This API is built using the Codelgniter 4
framework to enable data communication between the Web
server and the Web UIl. RESTful methods with HTTP GET
and POST support real-time data communication needs.

8) Build an API for communication between the web
server and the ECU monitoring device. The API is also built
using the Codelgniter 4 framework. With this API, the
system allows the system to receive real-time data on
vehicle sensors read by the ECU, such as mileage (km),
engine speed (RPM), battery voltage (Volts), and water
coolant temperature (°C).

9) Testing. Testing was conducted on sending data from
a vehicle monitoring device to a server via an loT gateway
built using Codelgniter 4 [20]. The DSS server analyzes the
received data, then makes some recommendations and then
the results are displayed on the web dashboard. The reset
button on the web dashboard facilitates updating the
calculation data so that it returns to its beginning position.

Testing includes:

Stage 1: Data from the ECU shows an initial mileage of
300,936 km, with the initial trip on the web dashboard being
3 km; see Figures 7-9.

Engine Oil

Engine Oil Fiter

Fuel Fier

Fig. 8. Web Dashboard
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- owing s 0~ 1 ot Qry o 00005 seconcs )

(0 Profing [E6t ] [ Edt | [ Exglan SQL | Ceats PHP code [ Refest]

Fig. 9. Web Data Storage Results

Stage 2: The mileage increases to 300,937 km, which
increases the trip to 4 km on the web dashboard, showing
data synchronization between the sensor and the web
dashboard (see Figures 10—12).
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Fig. 12. Results of Data Storage on the Web
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The results show that the system effectively reads sensor
data in real-time and provides maintenance recommendations
based on predefined DSS rules, automating decision-making
for vehicle maintenance. Users can monitor component
status directly on the web dashboard and receive
notifications when a component requires replacement.
Testing involves installing an OBD scanner connected to the
vehicle's ECU, periodically sending data to the server via an
IoT gateway. The server then analyzes this data and
generates maintenance recommendations according to DSS
rules. For example, (1) Engine Oil: Recommended change
every 10,000 km; (2) Oil Filter: Recommended change every
40,000 km; (3) Brake fluid: Recommended change every
40,000 km.

Performance testing shows that the system response is
built relatively responsive with a delay time of less than 500
ms, which is considered to meet the criteria of a real-time
system [21].

IV. CONCLUSION

This study concludes that the IoT-based vehicle
maintenance system developed successfully meets the main
goal of reading and monitoring vehicle sensor data in real-
time to support periodic maintenance decisions. The system,
with a rule-based DSS, can provide maintenance
recommendations such as oil and other component changes
based on the mileage read through the ECU and
automatically update the status of components on the web
dashboard. The use of APIs and databases designed to store
and process sensor data effectively makes the system
responsive with a delay time of less than 500 ms, which
meets the criteria of a real-time system. Implementing this
system makes it easier for users to manage vehicle
maintenance efficiently and proactively and ensure optimal

vehicle safety and performance through component
replacement notifications.
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